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INTRODUCTION

This primer, FEMA 429, Insurance, Finance, and Regulation Primer
for Terrorism Risk Management in Buildings, is a part of the
Multihazard Risk Management Series of publications that ad-
dresses terrorism risk in buildings. The objective of this primer is
to introduce the building insurance, finance, and regulatory
communities to the issue of terrorism risk management in build-
ings and the tools currently available to manage that risk.
Insurance, finance and regulation are considered the 'change le-
vers' of the built environment. They are the principal
mechanisms for the evaluation and management of risk exposure
in buildings. These change levers play a critical role in introduc-
ing and maintaining standards for risk management and public

safety.

CHANGE LEVERS FOR TERRORISM RISK
REDUCTION Change Levers:

Risk management in the built environment is a _ vy

. . . the risks that a building owner faces.
complex issue that involves a range of decision- i
Finance—lenders (such as banks and corporate

makers in all phases and at all levels in the building entifies) and fiduciaries (such as pension funds and

Insurance—those entities that will share some or all of

development, design, construction, and manage- frustees), which provide the resources for owner
ment process. The traditional market mechanisms investments in buildings.
for estimating, pricing, and distributing risk are the Regulation—governmental entities (federal, state, and

insurance and finance industries. The established
mechanism for defining society's acceptable risk

local) that regulate building design, construction, and
use in order fo achieve public health, safety, welfare,

. ) ] . . and other social objectives.
levels in the physical environment is the public

regulation of development, including zoning and
building regulation.

Risks related to hazards such as fire, earthquake, flood, asbestos,
and lead paint have been dealt with through these mechanisms.
These risks have been identified and assessed, and applicable ac-
tuarial data has been collected. Physical measures for risk
reduction have been developed and defined. Residual risks have
been quantified and mechanisms for risk transfer are in place.

The process of understanding and managing of terrorism risk is
at its very beginning. All of the mechanisms of the traditional
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TERRORISM

The term 'terrorism' refers to intentional, criminal,
malicious acts. There is no single, universally accepted
definition of terrorism. Officially, terrorism is defined in
the Code of Federal Regulations as ". . .the unlawful use
of force and violence against persons or property to
intimidate or coerce a government, the civilian
population, or any segment thereof, in furtherance of
political or social objectives” (28 CFR, Section 0.85). The
Federal Bureau of Investigation (FBI) further
characterizes terrorism as either domestic or
international, depending on the origin, base and
objectives of the terrorist organization. However the
origin of the terrorist causing the threat is less relevant
to terrorism risk management than the hazard itself and
its consequences.

The categories of terrorism threats are varied. The
principal threats that have been considered in the
available literature include:

« Armed Attack

« Arson/Incendiary Attack
. Biological Agents

. Chemical Agents

. Conventional Bomb

« (yber Terrorism

. Hazardous Material Release
« Nudlear Device

« Radiological Agents

« Surveillance

« Unauthorized Entry

Management of terrorism risk includes the assessment
and consideration of this range of threats and their
varied delivery modes.

building risk management process must be en-
gaged to address the issue of terrorism risk. They
must understand the threat, develop the measures
for risk reduction, and motivate the implementa-
tion of appropriate risk reduction measures. The
building design and management communities
must develop the physical and operational solu-
tions. But it is the change levers of finance,
insurance, and regulation that can motivate and
reward the implementation of those solutions.

INTERVENING IN THE BUILDING
INVESTMENT PROCESS

It is necessary that guidance on the design, con-
struction, and rehabilitation of buildings to
reduce terrorism risk be made available to archi-
tects, engineers, and constructors. The other
publications of the FEMA Multihazard Risk Man-
agement Series provide this guidance. However,
architects, engineers, and constructors implement
the programs and directives of their clients—
building developers and owners—who must be
aware of the opportunity and the benefits of in-
vesting in terrorism risk reduction measures
before they decide to make such investments.

What motivates building owners to make invest-
ment decisions about their buildings? Most
owners view their buildings as revenue generators,
not as instruments of social policy. Owners invest
in buildings in order to realize an economic re-

turn. How can owners be persuaded that investments to reduce

their vulnerability to terrorist attack will make business sense?

Figure 1-1 is a schematic representation of the building process

as it addresses the issue of terrorism risk reduction. Buildings are

the final product of this process. Designers and builders are key

actors in the implementation of physical mitigation of risk, but

1-2
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Figure 1-1: Terrorism Risk Reduction Decision-Making

RISK MANAGEMENT

DECISION-MAKING MITIGATION IMPLEMENTATION

- - TERRORISM
Change L) Owners | Designers || Builders RISK
Levers REDUCTION
- Insurance - Commercial - Architects - Construction
- Finance - office - Engineers - Construction
- Regulation - multifamily - Planners Management
- retail - Commissioning
- hotel/motel
- storage
- other

building owners and change levers are the key decision-makers
regarding management of risk in buildings. In order to intro-
duce physical or operational change in buildings (to reduce
terrorism risk), it is necessary to intervene at several points.

Builders who actually construct the buildings must be guided by
the plans and specifications developed by the design profession-
als (architects and engineers). The design professionals are, in
turn, guided by the programs and demands of their clients, the
owners. Building owners have functional, financial, and esthetic
objectives that may or may not specifically include risk manage-
ment. Itis the change levers that are most sensitive to risk
management needs and are in a position to effectively leverage
owner interests that are communicated to designers and build-
ers.

It is of key importance that owners demand appropriate mitiga-
tion measures in design, that designers have the specific
technical guidance to provide required mitigation measures, and
that builders have the technical capability to implement appro-
priate designs. However, highest in this causative chain of
decision-making are the change levers that influence the entire
process that ultimately determines the end product.

If investments cannot result directly in added profit in the form
of increased rents or reduced operating costs, they will not be

INTRODUCTION
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made, unless owners are induced or forced to make them by the
change levers. The change levers must create an environment
that demands and rewards investment in safety.

Regulators force such changes through laws that mandate terror-
ist resistant building design and construction. Lenders induce
such changes by requiring them as conditions of the loan to ac-
quire or construct the building, or by adjusting interest rates or
other terms of the loan. Insurers can motivate such changes by
relating premiums to risk and rewarding effective mitigation

In order to introduce these changes, it is necessary for the
change levers to understand the character of terrorism risk, un-
derstand available risk reduction measures, and be able to
evaluate related costs and benefits. This primer provides this in-

formation.

PRIMER ORGANIZATION

Insurance
Chapter 2 of this primer provides information on terrorism risk
management for the insurance industry.

The insurance industry consists of three primary segments, each
of which has a unique role in the assessment of terrorism risk,
and therefore can benefit from familiarity with the information

in this primer:
[ Direct insurers
[l Reinsurers
[l Agents/brokers

The industry is supported by a complex infrastructure, each com-
ponent of which will be able to use this information:

U Overseers/regulators
L] Technical support

[1 Think tanks (risk modelers)

INTRODUCTION



LI Lobbying groups
L] Independent advisors and consultants

The industry also segments itself by product lines. Some of these
lines have a direct relationship to building safety features, and
others may have an indirect relationship:

Ll Property, liability, and business interruption

L} Workers' compensation

U Health (and health maintenance organizations)
U Life

Buyers of insurance are represented by various associations such
as the Risk and Insurance Management Society (RIMS), and the
Apartment and Office Building Association (AOBA).

Finance
Chapter 3 of this primer provides information that will be of use
to both commercial and multifamily lenders, including:

L] Loan originators
L] Loan servicers

L] Secondary markets
L] Bond markets
Regulation

Chapter 4 provides information on terrorism risk management

for the building regulatory community.

There are four categories of building regulation that have the
potential to address terrorism risk reduction, and each has its
own array of audiences:

L] Zoning and planning regulations
L] Property maintenance codes

[ Building rehabilitation codes

INTRODUCTION
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FEDERAL RESOURCES FOR TERRORISM
RISK MANAGEMENT

Terrorism risk in the past has primarily been the concern
of the Department of Defense and Federal intelligence
agencies. Before the attacks of September 11, 2001 the
bulk of terrorism experience was outside the United
States. The Federal Emergency Management Agency of
the Department of Homeland Security is now providing
broad public access to available materials and methods
previously developed for the assessment and
management of terrorism risk. Much of this material was
originally intended for "Official Use," but is now deemed
to be of crifical value for the management of terrorism
risk in the domestic civilian sector.

The core reference document of the FEMA Multihazard
Risk Management Series is FEMA 426, Reference
Manual to Mitigate Potential Terrorist Atfacks Against
Buildings. FEMA 426 includes reference to the terrorism
risk management and mitigation materials developed
b\/:

. General Services Administration

. Naval Facilities Engineering Service Center

- Naval Facilities Command Criteria Office

« U.S. Army Corps of Engineers Protective Design Center
. Department of Veterans Affairs

. National Institute for Occupational Safety and Health

« Department of Justice, Office of Domestic
Preparedness

« U.S. Air Force, Givil Support Agency

[] Construction codes (building, mechanical,
plumbing, electrical)

All four categories of building regulation include
extensive reference to voluntary standards that
are developed by a wide array of organizations.

These regulations are enforced by a variety of lo-
cal and/or state agencies, each represented by
trade associations, including:

[ Building officials and building departments
[ Fire marshals and fire prevention bureaus
L] Health departments

L] Planning and community development de-
partments and agencies

Due Diligence for Terrorism
Vulnerability Assessment

Chapter 5 provides information on due diligence
for terrorism vulnerability assessment for indi-

vidual buildings and facilities.

Methods for threat assessment and vulnerability
assessment are described and a framework for a
qualitative terrorism risk 'vulnerability estimate' is
presented.

Guide to Expertise and Tools
Chapter 6 provides reference to resources, including:

[1 The Terrorism Risk Insurance Act of 2002

[ Building Vulnerability Assessment Screening

[l A general glossary

U A chemical, biological, and radiological glossary

U A list of acronyms

1-6
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L] A list of associations and organizations related to terrorism

risk management

LI A bibliography
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INSURANCE AND TERRORISM RISK 2

ROLE OF INSURANCE

Insurance plays a critical role in society in the man- This chapter presents a discussion of terrorism risk. It is

directed at all segments and components of the

insurance industry so that they can begin to defermine
for spreading risk, which allows individuals to ac- how to establish an actuarial basis for insuring against

cept risks that would otherwise be unacceptable. terrorism risk. The specific intent of this chapter is to
help the insurance industry utilize its considerable

i i o influence on the building indusfry to encourage
On the basis of actuarial data and analysis insurers investments in ferrorism risk mifigation.

agement of risk. Insurance provides a mechanism

Insurance also provides the service of pricing risk.

attempt to quantify risks and to set rates for the fi-
nancing of risks.

Property insurance has worked very well for a range of familiar
hazards such as fire and windstorm. Not only has insurance
served to transfer risks, it has also provided the database for iden-
tifying and reducing risks.

Loss data has contributed to general understanding of perils and
has led to the development of effective mitigation measures. Rec-
ognition of the effectiveness of those mitigation or risk reduction
measures has been reflected in differential premiums that pro-
vide a direct incentive for mitigation investment. Risk based
access to insurance and risk based pricing of insurance make it a
very effective change lever strongly influencing building design
and management practices.

Terrorism Risk for Insurers

Terrorism risk is new to the United States. The threat is not well
defined. There is very limited experience or actuarial data.
There is even less experience of the effectiveness of protective
measures in buildings. The insurance industry is now struggling
to digest this new threat. Traditional means of analysis are so far
ineffective in providing the basis for pricing the risk.

Lacking greater experience it is difficult to gauge the accuracy of
terrorism risk perception on the part of key participants in the
real estate industry. Potential buyers of terrorism risk coverage
must have a reasonable basis for estimating their insurance
needs. At the same time, those selling insurance must have a de-
fensible basis for pricing terrorism risk coverage. In the absence
of data or other means of determining premiums, and in light of

INSURANCE AND TERRORISM RISK 2-1



the catastrophic loss potential of the risk, insurers left the mar-
ket. In response to this crisis in the insurance market the federal
government has taken extraordinary measures to provide tempo-
rary support for the insurance market. These measures are
discussed later in this chapter.

Insurance pricing and availability are also driven by market ca-
pacity and competition. Even without actuarially based rates the
pricing mechanism of the market will come into play. Demand
for terrorism risk insurance is driven in part by building owners'
perception of their risk and in part by the risk perception of
their lenders. Both owners and lenders rely on the insurance in-
dustry to price such risks.

Evaluation of terrorism vulnerability in planned and existing
commercial buildings can provide valuable input to the rating of
relative risk for specific buildings. Criteria for the evaluation of
relative terrorism risk in buildings can eventually contribute an
important component of the ratemaking equation. Recognition
by the insurance industry of effective risk reduction measures
should provide guidance and incentive for investment in terror-
ism risk reduction.

Some aspects of terrorism risk may be approached through com-
munity rating systems, such as that used in the National Flood
Insurance Program, which reflect the target priority and the state
of security organization of a community. Because of the relation-
ship of terrorism risk to national security policy it may prove
reasonable that the federal government role be extended.

Building Insurance Industry

The insurance industry consists of three primary segments, each
of which has a unique role in the assessment of terrorism risk,
and therefore can benefit from familiarity with the information

in this primer:
[] Direct insurers
[1 Reinsurers

U Agents/brokers

2-2
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Direct insurers are the front line of the insurance industry. The
direct insurer writes the policy, collects the premium and pays
the claim to the insured. Direct insurers are now required by
state insurance regulators to offer terrorism risk insurance. It is
the responsibility of the direct insurer to set premium rates based
on an analysis of exposure and risk. This rate structure must be
reviewed and ultimately approved by the various state insurance
commissioners in most state jurisdictions.

Ideally, direct insurers need basic information on the frequency
and severity of terrorist events and on the vulnerability of par-
ticular properties to terrorist attack in order to set specific
premiums. They must also know the effectiveness of specific miti-
gation measures in order to modify premium rates appropriately.

Reinsurers provide insurance for direct insurers. That is, direct
insurers are able to purchase reinsurance to cover some part of
their exposure. Reinsurers are not regulated by state insurance
commissioners and are not required to provide reinsurance for
terrorism risk. Following the World Trade Center (WTC) attack
most major reinsurers excluded terrorism risk from new treaties
with direct insurers. This created a temporary crisis in insurance
markets in that direct insurers were required to provide terror-
ism risk insurance but they were no longer able to transfer part
of that risk to reinsurers.

Ideally, reinsurers need information on the frequency and sever-
ity of expected terrorist attacks on a global scale. They also need
to be able to evaluate the effectiveness of the property risk assess-
ment methodologies of their clients, the direct insurers.

Insurance agents and brokers are the key connection between in-
surance buyers and sellers. Agents typically represent the seller
and brokers typically represent the buyers. Agents and brokers
communicate directly with the policyholder or the building
owner. It is necessary for agents and brokers to understand the
specific exposure and insurance needs of the client as well and
the policy conditions and exclusions of the insurer. In the case of
terrorism risk this will require understanding of the physical and

INSURANCE AND TERRORISM RISK
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operational aspects of buildings that indicate vulnerability to ter-
rorist attack.

Actuaries

Actuaries are the foundation of the insurance business, and they
provide services for each of the primary segments of the industry.
The actuary assesses the available loss data to quantify the risk as
the basis for pricing risk and setting premiums. Actuarial data
and analysis is the basis for the pricing of risk and evaluating the
solvency of insurance companies. The key problem in the assess-
ment of terrorism risk is the lack of actuarial data. There are very
few examples of terrorist attack losses in the United States. It is
very difficult to generalize or project expected losses on the basis
of this documented experience. Terrorism is not a well-defined
or stable phenomenon. Without actuarial data it is difficult to
price the risk and it is difficult to defend proposed rates.

Insurance Industry Infrastructure
The industry is supported by a complex infrastructure, each com-
ponent of which will be able to use this information:

[] Overseers/regulators (historically, insurance is regulated at

state level by insurance commissioners)

] Technical support: Insurance Services Office (ISO), National
Workers Compensation Commission, Association for Coop-
erative Operations Research and Development (ACORD),
and others

[J Think tanks (risk modelers) and risk control consultants:
EQECAT, Risk Management Solutions (RMS), Applied Insur-
ance Research (AIR), and others

[l Lobbying groups: American Insurance Association (AIA), Na-
tional Association of Insurance Brokers (NAIB), Reinsurance
Association of America (RAA), Risk and Insurance Manage-
ment Society (RIMS), and others

State insurance commissioners have a primary responsibility to

ensure the solvency of insurance companies and their ability to
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pay claims when required. This means they have a strong interest
in the quality of actuarial data and analysis used in rate setting
and they review both the forms and the pricing. They are also
concerned with ensuring access to insurance at reasonable rates.
For this reason insurance regulators need to know how to evalu-
ate rates proposed by insurers for terrorism risk cover. They also
need to know the value of risk reduction measures (risk modifi-
cation factors) that might be considered to qualify for premium
reductions.

Insurance regulation is concerned with the viability of insurance
companies as a consumer protection issue. Regulators want to
ensure that premiums are sufficient to pay insurance losses and
that insurers remain in business. Insurers are required to project

future risk and to show a plausible investment strategy.

For the most part, insurance regulators do not set rates-compa-
nies propose and regulators evaluate justification of rates.
Insurance rating agencies are exempt from anti-trust so that data
can be shared. The rating agencies analyze all available data.
They are mathematicians and statisticians, not modelers.

Technical support organizations help to translate research into
new tools for the insurance industry. This includes the develop-
ment of standard procedures and forms and guidance on rate
making. Technical support organizations have a very important
role in providing analysis and technical support for many direct
insurers. Such technical service organizations provide a valuable
channel for the processing of information and the development
of insurance services. They can provide a valuable link in the de-
velopment of insurance products and practice to deal with
terrorism risk.

Worthy of particular note are the services provided by the Insur-
ance Services Office (ISO). Every year, ISO gathers information
from insurance companies on hundreds of millions of policies in-
cluding the premiums the companies collect and the losses they
pay. ISO submits summaries of that information to insurance
regulators, as required by law, to help the regulators evaluate the

INSURANCE AND TERRORISM RISK
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price of insurance in each state. ISO also uses the information in
its database to prepare products and services that help insurers
compete in the marketplace. They provide a wealth of related
products and services, including standardized policy language,
rating and underwriting rules, and site surveys of individual
properties.

Think tanks are risk management organizations staffed by scien-
tists and engineers as well as insurance specialists who carry out
and apply research on perils and vulnerability of insured proper-
ties. Over the past twenty years much progress has been made in
developing refined understanding of complex perils including
natural and environmental hazards. Loss estimation models have
been developed that help the insurance industry deal with low
frequency, high consequence events, like earthquakes. These re-
search-based think tanks are currently working on the modeling
of terrorism risk to provide loss estimates for rate setting and
mitigation actions.

Lobbying organizations that represent the insurance industry in
public policy circles, and are also acutely interested in under-
standing the character of terrorism risk. As a highly regulated
industry, insurance is very much subject to legislative and regula-
tory decisions. The Terrorism Risk Insurance Act of 2002
(discussed later in this chapter) is an example of a significant
federal response to a crisis affecting the insurance industry. Fu-
ture exposure to and management of terrorism risk is a major

issue of public/private policy discussion.

Insurance Product Lines

The insurance industry segments itself by product lines, some of
which have a direct relationship to building safety features, and
others of which may have an indirect relationship:

[l Property, liability, and business interruption
[] Workers' compensation
U Health (and health maintenance organizations)

[ Life
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Table 2-1: Relationship of Terrorist Threats to Particular Lines of Insurance

Property/ Business Workers'
Threat/Hazard Liability Interruption | Compensation | Health Life

Armed attack . O 0 o
Arson/incendiary o o 0 o
Biological agent O o o O o
Chemical agent 0 o o 0 o
Conventional bomb . o . 0 .
Cyber-terrorism o

HAZMAT release 0 . . O O
Nuclear device . . . O .
Radiological agent O o o o o
Surveillance .

Unauthorized eniry o

LEGEND: « = Probable relationship

0 = Potential relationship

Various terrorist threats may cause losses that are covered by dif-
ferent insurance product lines. Some terrorist threats may cause
losses that are not covered by any insurance. Table 2-1 suggests
the relevance of recognized terrorist threats to the various lines
of insurance. It is important to note that aside from bomb blast
and arson most of the threats do not necessarily imply physical
damage to buildings.

INSURANCE AND TERRORISM RISK
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World Trade Center Insurance Experience

The strongest image of terrorist attack is the collapsing towers of
the World Trade Center. Clearly, terrorism risk is a major con-
cern for property and liability insurers. However, significant
claims have resulted for many other lines of insurance as a result
of terrorist attacks. September 11, 2001 is the costliest day in in-
surance history. Total losses are estimated to be three times the
largest previous insurance loss in Hurricane Andrew ($18 billion
in 1992).

Insurance losses resulting from the World Trade Center attack
fall into various categories:

Ll Property losses to the WI'C and surrounding buildings, in-
curred by building owners.

[] Business income and rent loss due to the inability to use the

destroyed facilities, incurred by building owners and tenants.

[] Workers compensation, life and health insurance losses re-
sulting from the death and injury of victims, incurred by
tenants.

] Liability losses for claims due to inadequate fire prevention
and evacuation procedures, incurred by building owners.

[J Financial losses associated with the mortgage notes of various
lenders and investors in mortgage-backed securities.

Terrorism risk insurance before the WT'C attacks was included in
“all-risk” policies at no added cost. Most policies include a stan-
dard “war exclusion” clause. Such exclusion clauses often refer to
“declared” war by a “nation” or “sovereign state” but not to “ter-
rorist action” or “terrorism.” Reference to the attacks as an “act
of war” was inadvertently threatening to commercial property
owners and lenders as it may have activated the war exclusion

and released insurers from damage claims.

Property and Liability
In the case of property and liability insurance coverage for the
buildings damaged in the attack, the principal claimant is the

2-8

INSURANCE AND TERRORISM RISK



building owner. The extent of the claim is dependent on several
factors including the future rebuilding plans and the character-
ization of the incident. First, if the buildings are not rebuilt or
repaired the insurer applies actual cash value rather than re-
placement cost. Actual cash value is defined as replacement cost
minus physical depreciation. For older buildings like the WTC
towers the loss recovery would be considerably less if they were
not rebuilt.

Most property policies are written on an “occurrence” basis. That
is, the full limit applies for each occurrence with no maximum
aggregate. In the case of the WT'C there were two airplanes that
struck two buildings at different times, but they were all part of
one terrorist attack. The difference between one event and two is
about $3.5 billion for the owner and the insurer. The specific
definition of the terrorist event is of critical importance in terms
of what is covered and what is excluded. Because terrorism risk is
a new concern in the United States many of these definitions re-
main to be established and interpreted by the courts.

Business Interruption

Aside from physical damage or fire insurance there are other in-
surance questions that are closely associated with building
performance and are of direct interest to building owners and
tenants. Business interruption insurance, which covers lost busi-
ness income and rental income, presents special problems for
insurers, owners and lenders in the case of terrorist attack. Loss
of income policies (generally included within a standard fire
policy) are written by insurers either for a specified time period
or on the basis of “actual loss sustained,” which requires insurers
and owners or tenants to agree on actual losses. The scale of de-
struction at the WI'C was probably considerably greater than
anything anticipated by insurers or insured. It is very unlikely
that reconstruction will be completed within the coverage period
of most business interruption policies.

Problems also arise in the case of adjacent buildings. Usually,
business loss is insurable if the building is first damaged by an in-
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surable peril. Without such damage there is no coverage. In the
case of the WT'C many adjacent, undamaged buildings were
evacuated by order of civil authorities. Evacuation in response to
civil authority can be an excluded peril or covered for a limited
time period. Denial of access without physical building damage,
as in the case of bio-terrorist attack or radiological attack, is cur-
rently excluded from insurance coverage.

Workers' Compensation, Health, and Life

Workers' compensation insurance as well as group and private
life and health insurance cover injured and deceased workers.
Building owners and tenants must provide statutorily required
workers' compensation cover for employees. Lenders must, in ac-
cordance with standard loan documents, verify that building
owners and management companies carry workers' compensa-

tion insurance.

Most lenders and owners set up a single-purpose entity that holds
the asset when a loan is made on a particular property. These en-
tities typically do not have employees per se. Employees are
usually legally employed in the owner's management company.
Failure to carry sufficient workers' compensation coverage could
affect all operations of the owner including the single purpose
borrowing entity. Death and injury due to building failure result-
ing from terrorist attack can be a major financial concern for
building owners, lenders and insurers, aside from the human
cost.

Life insurance claims have been a significant source of insurance
loss due to terrorist attack. Group benefits are typically a multiple
of salary and most people carry individual insurance as well.
These losses are directly associated with building failure in either
structural or mechanical systems. Large group insurers are now
careful to avoid concentration of exposure by restricting cover-
age at any one site or building.
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Insurance Losses

Liability Losses. Based on past litigation it is likely that building
owners can be held liable for contributing to the loss of life by
failure to provide appropriate protective measures or direction in
the case of evacuation. Facilities management is on the front line
in managing terrorism risk and response in commercial build-
ings. Standards of acceptable practice are not yet available.

Financial Losses. Mortgage holders and investors are the subject
of losses in the case of defaults caused by business failure result-
ing from terrorist attack. The WTC complex was controlled
under a 99-year leasehold. A CMBS (commercial mortgage
backed security) securitization was completed for part of the
leasehold consideration paid to the owners of the WTC. Default
insurance was not in place for the securitization. This means that
investors in those securities could only indirectly depend on the
traditional property and liability insurance to be collected by the
leaseholder. Mortgage holders and investors in mortgage backed
securities must be concerned with the vulnerability of the under-
lying asset. This vulnerability now includes terrorism risk.
Terrorism risk evaluation and management is of particular im-
portance for so-called ‘trophy buildings’ or buildings in close
proximity to likely terrorist targets.

CURRENT INSURANCE SITUATION

Following the WTC attack the major burden of the property and
liability loss was passed on to the major international reinsurers.
In response to this unprecedented loss the major reinsurers ex-
cluded terrorism risk from their renewal treaties. This action in
turn led direct insurers to file for exclusions for terrorism risk.
The unavailability of terrorism risk insurance at feasible prices
led to an insurance ‘crisis’ that particularly affected large-scale
real estate and lending investment in what were perceived to be
target cities.
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Terrorism Risk Insurance Act of 2002

On November 26, 2002 the president signed into law a federal
program that requires property and liability insurers in the
United States to offer coverage for incidents of international ter-
rorism, and reinsures a large percentage of that insured risk.
PUBLIC LAW 107-297, the Terrorism Risk Insurance Act of 2002
(TRIA), produced some immediate effects on commercial insur-
ance coverage and will continue as a significant feature of the
domestic insurance market through 2005. See Appendix A for
the full text of TRIA.

The Act addresses only a defined category of terrorism losses. An
act of terrorism must be certified as such by the Secretary of the
Treasury and must have the following characteristics:

U It must be a violent act or an act that is dangerous to human
life, property, or infrastructure.

U It must have resulted in damage within the United States, or
on the premises of any U.S. Mission abroad.

(] It must have been committed by someone acting on behalf of
a “foreign person or foreign interest, as part of an effort to
coerce the civilian population of the United States or to influ-
ence the policy or affect the conduct of the U.S. Government
by coercion.”

L] It must produce property and casualty insurance losses in ex-
cess of $5 million.

It is also important to note that chemical, biological, and radio-
logical perils are excluded from terrorism risk cover.

Acts that might otherwise meet these criteria but that occur in
the course of a declared war cannot be certified as acts of terror-
ism under the Act, except with respect to workers' compensation

claims.
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Participation and Reimbursements

Participation in the program is mandatory for all insurers cover-
ing commercial lines property and casualty insurance, including
excess insurance, workers' compensation and surety.

Under TRIA, the federal government reimburses insurers for
losses caused by terrorism, paying 90% of covered terrorism
losses exceeding a deductible paid by the insurance companies.
The deductible is prescribed by statute and phases in over several
years based on an insurance company's earned premiums in the
prior calendar year. The Act establishes a cap on annual liability
of $100 billion for both the government and insurance industry.

Coverage of claims is triggered when the Secretary of the Trea-
sury, in concurrence with the Secretary of State and the Attorney
General, certifies an event to be an “act of terrorism.” A key ele-
ment of terrorism is the involvement of a foreign interest, thus
excluding acts of domestic terrorism, such as the Oklahoma City
bombing. Also excluded from the definition of terrorism are acts
committed in the course of war and losses under $5 million.

Under TRIA, insurers are required to provide “clear and con-
spicuous” disclosure to policyholders of the premium charged
for terrorism insurance. Existing terrorism exclusions are voided
to the extent they would deny coverage for acts of terrorism as
defined by the Act, unless the policyholder affirmatively declines
terrorism coverage within 30 days of receiving the insurer's no-
tice, or the policyholder fails to pay any additional premium
required by the insurer.

Limitations
TRIA is an interim solution to the management of terrorism risk.

The act establishes a temporary federal program that provides
for a transparent system of shared public and private compensa-
tion for insured losses resulting from acts of terrorism in order

to:
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1. Protect consumers by addressing market disruptions and en-
sure the continued widespread availability of property and

casualty insurance for terrorism risk; and

2. Allow for a transitional period for the private markets to sta-
bilize, resume pricing of such insurance, and build capacity
to absorb any future losses, while preserving state insurance
regulation consumer protections.

This law gives emphasis to the impact of terrorism risk on insur-
ance and finance as well as on commercial building owners, and
suggests the critical role that insurance, finance, and regulation
will play in the adjustment to terrorism risk in the U.S.

The law assumes that the private insurance market for terrorism
risk coverage will stabilize over the next three years and that
property and casualty insurers will develop reliable models for
pricing such insurance. While there have been signs of market
pricing mechanisms developing, it is not clear that a period of
three years will provide adequate time to resolve the issues associ-
ated with such a complex phenomenon. So far, the anecdotal
evidence is that many property owners are not buying terrorism
insurance post-TRIA.

INSURANCE RISK MANAGEMENT MODELS

The major loss modeling organizations have been quick to de-
velop probabilistic terrorism insurance models. These models
have typically begun with the general format of the loss estima-
tion models developed for natural hazards such as earthquakes
and hurricanes. The most significant challenge in terrorism mod-
eling is the characterization of the hazard. Unlike the case of
earthquakes or hurricanes, we do not have clear definitions of
the phenomenon and we do not have hundreds of years of fre-
quency/severity data.

Currently available terrorism insurance models cover the major
recognized risk sources, including bomb blast, aircraft impact,
and chemical, biological, nuclear, and radiological threats. Most
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models set priorities for targets in all major cities and states and
then simulate attacks with various types of weapons. The models
include modeling of impact on adjacent buildings based on com-
prehensive national building inventories.

These models are intended to enable insurers and reinsurers to
price and manage accumulated exposures to terrorism losses
from multiple perils. The models claim to provide industry or
portfolio-specific loss probability distributions, expected annual
loss and scenario losses for workers' compensation and property

exposures.

The models are very good at estimating loss from defined sce-
nario events such as a given size blast at a given location. The
critical weakness of all models to date has been the credibility of
the hazard characterization. Typically the modelers have as-
sembled teams of experts with backgrounds in national defense
and domestic security. The ability to properly portray all of the
potential terrorist events and their impact is central to the effi-
cacy of a terrorism model. So far, this ability has not been

convincing for the insurance industry or the real estate industry.

DATA NEEDS FOR INSURANCE

TRIA requires insurers to include terrorism risk cover, and then
disclose the cost of the added coverage as a percentage of the to-
tal premium. So far the reported costs for terrorism risk as a
percentage of the total premium range from 0% to 80% with
many averaging 9% to 11%.

Most insurers charge 0% to 10% in order to avoid returning pre-
miums to insureds at a later date when better information is
available (and terrorism risk may be discounted). Some insurers
are reportedly setting the level high, 20% to 50%, depending on
how much terrorism risk coverage they want to write and the
characteristics of the property (e.g., location, prominence, sig-
nificance).
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Lack of Actuarial Information

Actuaries are the key for insurance rate setting. Actuarial predic-
tion of future losses is highly specialized and very influential. In

the absence of data temporary solutions like TRIA will be neces-

sary.

Without actuarial data it is not possible to set actuarially sound
rates for insurance cover. It is equally not possible for insurance
regulators to evaluate rates proposed by insurers. However, for
terrorism risk to be an insurable risk there must be data. Models
may be helpful in the interim but real data will take time to col-
lect and will unfortunately result from more terrorist attacks.

FUTURE DEVELOPMENTS

Actions such as improved building standards and operational
mitigation could result in reduced terrorism risk exposure for
the public, building owners, and the insurance industry. Tools for
the evaluation of building vulnerability to known terrorist
threats, such as those discussed in Chapter 5, will allow for the
determination of relative risk between buildings and for develop-
ment of a risk hierarchy based on the physical and operational
characteristics of individual properties. Development of stan-
dards of practice will also provide a useful baseline for
determination of liability related to terrorist attack.
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FINANCE AND TERRORISM RISK 3

TERRORISM RISK THREAT TO LENDERS

The building finance community distinguishes be- This chapter discusses the potential refained risk that
real estate lenders may be exposed to by the current
condition of terrorism insurance. The specific intent of
this chapter is to help the building finance community
ily. The residential sector is less affected by utilize its considerable influence on the building industry
terrorism risk considerations. However, since the to encourage investments in terrorism risk mitigation.

WTC attack federal officials have issued specific

tween two major areas of lending activity:
single-family residential and commercial/multifam-

warnings for elevated terrorism risk in shopping
malls, banks, and multifamily housing.

Building Finance Community

While many owners are unwilling to make the extra expenditure
now required for terrorism risk insurance, lenders prefer to re-
quire adequate cover for all relevant perils. To date, apartment
lenders have taken the most relaxed view because it is most diffi-
cult for apartment owners to pass through the added insurance
costs to tenants. Exposed owners might perceive risk, but most
owners do not voluntarily want to pay for the insurance. Com-
mercial building owners and lenders take a stricter view. They
issue temporary waivers, but require insurance when loan bal-
ances are over a certain threshold (e.g., $10 million) and for
trophy properties or properties that are identified as having
higher risk due to location, building tenant, or historic/national
recognition.

Each sector consists of its own array of financial interests:
] Loan originators

L] Loan servicers

U Secondary markets

[} Bond markets

The commercial/multifamily sector includes: loan originators,
loan servicers, life insurance companies, pension funds, the mul-
tifamily secondary market (Fannie Mae and Freddie Mac), Wall
Street, and financial institutions as direct lenders.
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Lenders Concerns

Building lenders and loan servicers are concerned about the ad-
equacy of property insurance to cover potential loss of the asset
and the potential default of the borrower. Lenders are also con-
cerned with other types of insurance—workers’ compensation,
liability, and business interruption—as they relate to the solvency
of the borrower.

Both assets and borrower solvency are threatened by terrorism
risk. The terrorist acts of September 11, 2001 resulted in perva-
sive uncertainty in the insurance markets regarding insurance
associated with future terrorist attacks. The commercial/ multi-
family real estate industry is very concerned about the availability
of terrorism risk coverage as it relates to the asset value and fi-
nancial health of borrowers. The Terrorism Risk Insurance Act of
2002 ensures the current availability of basic terrorism insurance,
but significant questions remain as to the comprehensiveness of
the coverage and whether a viable terrorism insurance market
will develop in the future.

Terrorism Impact
The potential impact of terrorism risk for the real estate finance
industry lies in six key areas:

Loss of asset (collateral). The traditional approach to asset risk
on the part of lenders is to require the borrower to purchase ad-
equate insurance cover for all relevant perils. The terrorism risk
exclusions following the WTC attack presented a major problem
for lenders. Their profit is based on extending more loans but
without insurance cover new loans also expand their credit risk.

Default of borrower. The primary concern of the lender is the
ability of the borrower to meet the conditions of the loan. Protec-
tion of the underlying asset is of key importance to maintaining
the business operation of the borrower in addition to providing
collateral for the loan. Terrorism risk includes modes of attack
that will directly damage the building such as bomb blast and ar-
son as well as those that may not physically damage the building
such as biological, chemical, or radiological attack. Such ‘non-
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building’ threats can destroy the borrowers ability to pay and can
deny access to the asset for extended periods of time. Even with-
out physical damage, asset value can be destroyed.

Rating of securities. In the case of mortgage backed securities for
both residential and commercial real estate the value of the secu-
rity is influenced by the evaluation of rating agencies. These
ratings take into account a range of risks, which will necessarily
include terrorism risk. The exposure of the underlying assets to
terrorist attack and the extent of related insurance coverage will
influence securities ratings. Perception of portfolio risk affects
rating of securities: securities based on a single asset in a “high
risk” location will receive a lower rating. Securities based on mul-
tiple or dispersed assets are generally less negatively affected by
terrorism risk. Aside from New York City and Washington DC,
the cities of greatest concern for terrorism are Los Angeles, Se-
attle, Chicago, Houston, and Atlanta.

Retained risk. In the aftermath of the WTC attack and the terror-
ism risk exclusions, many lenders chose to temporarily waive
insurance requirements. This action was deemed necessary to
continue real estate financing and to foster new construction in
the economy. However, waiving the terrorism insurance require-
ment left the lenders exposed to an as yet undefined risk.
Lenders have traditionally relied on the insurance industry to
price and provide coverage for such risks. In this case the lack of
consensus on terrorism risk pricing and the withdrawal of the re-
insurance industry have left lenders in an awkward position. Even
with TRIA, lenders remain concerned with risks related to do-
mestic terrorism, attacks involving chemical, biological, or
radiological materials and the designation of terrorism events by
the Secretary of the Treasury.

Cost of capital. One approach to dealing with increased risk has
been to “cover” the risk with increased interest rates. This in-
crease in the cost of capital is not desirable because it impacts
the volume of lending and who receives a loan if terrorism is not
covered or the cost is prohibitive.
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Regulation. Financial institutions and lending institutions are
subject to regulation regarding standards for lending and man-
agement of risk, including terrorism risk. Banks and financial
institutions must meet the regulatory standards of the Comptrol-
ler of the Currency and the Securities and Exchange
Commission.

CURRENT FINANCE SITUATION

Following the WTC attack and the withdrawal of the insurance
industry from provision of terrorism risk cover, real estate fi-
nance institutions faced a serious dilemma. In the absence of
available or reasonably priced reinsurance, investments and lend-
ing in major projects (those over $30 — $50 million) were delayed
in what were believed to be the primary target cities of New York
and Washington. Difficulty in acquiring insurance for recognized
trophy buildings also impacted refinancing in some cases.

The key concern for lenders is borrower insurance coverage, so
they also have a keen interest in the TRIA. The continued health
of the real estate sector of the economy requires adequate and
affordable property and liability insurance coverage against ter-
rorism risk. The enactment of TRIA is an important milestone
for the real estate finance industry because it ensures the avail-
ability of basic insurance coverage. However, the real estate
finance industry has several serious concerns with the federal
program created under the statute:

[1 Acts of domestic terrorism are not covered.

[] It is not clear whether or how carriers will cover terrorist acts
with aggregate losses below $5 million that are not reinsured
under TRIA.

[ Carriers are not required to notify lenders if a borrower re-
jects coverage under TRIA, either by affirmative statement or
by failing to pay any premium for such coverage imposed by

the carrier.
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] Carriers are not required to offer terrorism coverage for
nuclear, chemical or biological attacks if they do not typically
offer property and liability insurance for nuclear, chemical
and biological perils.

Following TRIA, lenders have many borrowers out of compliance
with loan insurance requirements. Lender and servicer proce-
dures vary. Some large servicers have instituted a requirement for

mandatory terrorism risk coverage.

Following TRIA there have been limited reports of substantial
premium increases, particularly in Manhattan and Washington
DC. For the most part post-TRIA rate increases for required ter-
rorism risk coverage have been in the 0% — 10% range, but some
have been much higher.

The terrorist threat is a dynamic phenomenon. Government and
commercial response to the threat is also dynamic in ways inde-
pendent of the underlying phenomenon. For these reasons
change is inevitable. More experience is needed to understand
the nature of the threat and more time is needed to understand
the implications of market and policy responses to the threat.

Key real estate finance industry associations suggest that several
factors must be monitored over time:

L] The Department of the Treasury rule-making process for
TRIA relating to the acceptance and rejection of terrorism
risk insurance by owners, and the availability of insurance for
acts of terrorism not covered by TRIA.

L] The declining financial strength ratings for some insurers
that have produced difficulties for borrowers in obtaining
coverage that complies with underlying loan documents.

L] The development of a useable insurance certificate that pro-
vides an accurate and comprehensive summary for lenders
and servicers of the coverage afforded by the underlying in-
surance policy.

FINANCE AND TERRORISM RISK
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What happens after TRIA? It is important to see if the insurance
market for terrorism risk cover does in fact stabilize over the
three year period stipulated in the Act. If the market does not
find an acceptable means to price terrorism risk there may need
to be a longer term federal role in this area.

LENDER RISK MANAGEMENT MODELS

As mentioned above the traditional practice of lenders has been
to rely on required insurance purchase by borrowers of adequate
cover for relevant perils. The breakdowns in terrorism insurance
availability and risk pricing by insurers have necessitated the tem-
porary intervention of the federal government pending the
stabilization of the insurance market. Lenders are dependent on
the insurance industry to transfer terrorism risk. In lieu of an in-
surance solution the real estate finance industry will have to
consider alternative approaches to terrorism risk management.
These may include addressing questions of risk identification and
risk reduction directly. Tools for the assessment of terrorism vul-
nerability of specific buildings may be developed and introduced
into the standard process of due diligence and property condi-
tion assessment, as discussed further in Chapter 5.

Each sector of the real estate finance industry (originators,
servicers, secondary markets, and bond markets) may assess its
exposure to terrorism risk in a particular way. Useful analogies
may be found in considering how these sectors address other
building risks, such as natural disasters and environmental haz-
ards.

Each sector of the real estate finance industry should also con-
sider terrorism risk in relation to the risks traditionally covered
by the various lines of insurance.

As standards for building siting, construction, and property man-
agement are developed to address terrorism risk reduction, it will
become possible for both insurers and lenders to rate buildings

in terms or their exposure to terrorism.
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FUTURE DEVELOPMENTS

The real estate finance industry needs tools for the evaluation of
building vulnerability and for the evaluation of physical and op-
erational measures for risk reduction. These include:

L] Rapid screening methods for the evaluation of portfolios of

properties
U Detailed guidelines for due diligence on individual buildings

L Legally accepted standards for risk reduction measures and

management practices related to terrorism risk
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BUILDING REGULATION AND TERRORISM RISK 4

TERRORISM RISK FOR REGULATORS

Following the attack of September 11, 2001 the This chapter discusses ferrorism risk as it relates to the
building regulatory system. It is intended to provide
information to building regulators in four categories,
zoning, property maintenance, building rehabilitation,

definition of building hazards in the United States
has changed to include intentional attack. Protec-

tion of civilian population from acts of terrorism and building construction, so that they can initiate the
has become a major national priority. process of developing regulations that will mandate

cost-effective building investments in terrorism risk
Though historically focused on fire safety, the mifigafion.

building regulatory system does address natural di-

saster mitigation (floods, earthquakes, windstorms,

snow storms), some man-made risks (e.g., HAZMAT storage),
and specific societal goals (energy conservation, accessibility).
The regulation of all these areas is supported by well-established
and accepted reference standards, regulations, inspection and as-
sessment techniques, plan review methods, and quality control.

Regulation of Terrorism Risk

For a similar regulation of building-related terrorism risks, it will
have to be shown that the development and implementation of
such tools will be cost-effective. Some jurisdictions require rigor-
ous cost/benefit analyses to support regulatory change. These
determinations will require an understanding by the regulatory
authorities of the potential occurrences and damages related to
terrorism risk.

Balancing Stakeholder Interests

The codes and standards development process, involves thor-
ough review and balloting by all interested stakeholder groups.
This consensus process provides for the balance of diverse com-
mercial and social priorities. It has the advantage that once a
regulation or standard is promulgated it is likely to be widely ac-
cepted and used. It is thus an effective change lever. However,

the consensus process is time consuming.

Implications for Building Regulation Enforcement
Zoning and planning regulation define land use, building density,
transportation systems, and utility systems. They are usually
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adopted by local governments, but state planners may provide
guidance. For existing vulnerable properties, these regulations
can address specific access-control measures. This will require a
prioritization of hazards and buildings. For future developments,
these regulations can, at the extreme, result in commercial devel-
opment resembling military installations. How should such a
decision be made when zoning and planning at the local level is
the most political of the building regulatory processes?

Property maintenance codes govern the use and maintenance of
existing buildings. Housing codes and fire codes are two ex-
amples. They are developed by model code and consensus
standards organizations and adopted as regulations by local gov-
ernment agencies. These can be effective at addressing all
building vulnerabilities. They will require extensive inspections,
and enforcement will be burdensome unless targeted to highly
prioritized vulnerabilities, and accompanied by financial incen-

tives.

Building rehabilitation codes address health, safety, and welfare
in existing buildings that are undergoing voluntary improve-
ments. These are a relatively new development. They have been
enacted by some state or local government agencies. These can
be effective at addressing vulnerabilities in existing buildings in
which rehabilitation investments are otherwise being made. They
should be carefully calibrated, since these codes all have the ob-
jective of "encouraging the reuse of existing buildings" rather
than risk reduction.

Construction codes (building, mechanical, plumbing, electrical)
address health, safety, and welfare in new buildings. They are de-
veloped by model code organizations (ICC, NFPA) and adopted
as regulations by state or local government agencies. Rarely does
the federal government regulate construction requirements. Two
recent examples of federal regulation are the Americans with
Disabilities Act (ADA) enforced by the Dept. of Justice and the
Fair Housing Act enforced by the Dept. of Housing and Urban
Development. Construction codes can be effective at addressing
the problem of vulnerability at its margin, that is, new buildings
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to be built. Unlike the preceding three categories of regulation,
these may be the easiest to accomplish ("words on paper are
cheap compared to bricks and mortar in place"). However, many
jurisdictions may require cost/benefit analysis to justify even
these regulations.

CURRENT BUILDING REGULATION SITUATION

Current codes are effective at mitigating the effects of fire and,
as discussed above, natural disasters. They also regulate aspects of
indoor air quality and the installation of mechanical, plumbing,

electrical, and communication systems.

Code Relation to Terrorist Threats

Bomb blast is not addressed in the codes, but some of the earth-
quake and windstorm provisions in the building codes may have
a beneficial effect on mitigation of this hazard. Code-regulated
earthquake design requires the building's structural system to
have toughness, ductility, and redundancy, all of which may also
contribute to the mitigation of blast effects. Code-regulated hur-
ricane design requires the fenestration to resist the effects of
impact of windborne debris, which may also mitigate the hazards
of glass in explosions.

Progressive collapse, which is one of the effects of blast (but not
the only one), is discussed in The American Society of Civil Engi-
neers standard, ASCE 7 (the structural loads standard referenced
in building codes). Some qualitative guidance is provided, but no
design criteria are specified. ASCE 7 and the American Concrete
Institute standard, ACI 318 (the reinforced concrete design stan-
dard reference in building codes) have references to structural
integrity but not as a set of criteria for resisting progressive col-
lapse.

Chemical, biological, and radiological agents are not addressed
in the codes, but certain details of the design of building heating,
ventillating, and air conditioning (HVAC) systems, as regulated
by mechanical codes, may mitigate the effects of these agents.

BUILDING REGULATION AND TERRORISM RISK
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Armed attack may be addressed to a limited extent insofar as the
codes regulate the design and construction of correctional facili-
ties, but the phenomena of incarceration and of terrorist attack
are quite different in many respects.

Regulatory Activities Related to Terrorism Risk

The Federal Emergency Management Agency (FEMA) has pub-
lished The World Trade Center Building Performance Study "to
examine the damage caused by these events, collect data... and
identify studies that should be performed."

The New York City Department of Buildings, soon after the WI'C
attack, initiated an effort to analyze the code as it relates to ter-
rorist threat. In February 2003, the task force issued a report of
findings and 21 specific recommendations for code, code admin-
istration, and code enforcement changes.

The American National Standards Institute (ANSI) established a
Homeland Security Standards Panel (HSSP) in February 2003, in
response to The National Strategy for Homeland Security. The
proposed mission of the HSSP is to catalog, promote, accelerate
and coordinate the timely development of consensus standards
within the national and international voluntary standards system
intended to meet identified Homeland Security needs, and com-
municate the existence of such standards appropriately to
governmental units and the private sector.

The National Fire Protection Association (NFPA), a standards or-
ganization active in the field of fire safety, established a
committee on Premises Security before 9/11. It plans to produce
two standards by 2005: NFPA 730, Guide to Premises Security; and
NFPA 731, Security System Installation Standard.

The American Society for Testing and Materials (ASTM), a stan-
dards organization active in the field of materials, specifications,
and test methods, many of which are referenced in building
codes, is considering the creation of a Homeland Security Com-
mittee, or Subcommittee.
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The American Society of Heating, Refrigerating and Air-condi-
tioning Engineers (ASHRAE), a standards organization active in
the field of mechanical systems and indoor air quality in build-
ings, may initiate activities addressing chemical and biological
agents in buildings.

The American Society of Mechanical Engineers (ASME), a stan-
dards organization active in the field of boilers & pressure
vessels, elevators, and other building equipment, has developed a
program of seminars for engineers entitled “Strategic Responses
to Terrorism,” which cover a range of topics including biological
and chemical terrorist attacks.

The National Institute of Standards and Technology (NIST) is
conducting an extensive review and analysis of the WTC collapse.
It is anticipated that it will lead to code changes related to struc-
tural safety and fire safety in high-rise buildings.

The General Services Administration (GSA) published PBS-
PQ100.1, Facilities Standards for the Public Buildings Service, June
14,1996. Chapter 8, Security Design, contains building design cri-
teria for blast resistance, progressive collapse, and chemical,
biological and radiological attack. These criteria cover the design
and construction of all GSA buildings, and will be applied to all
government-leased buildings as well.

The Department of Defense (DoD), has a similar standard to
GSA's entitled Unified Facilities Criteria, DoD Minimum Antiterrorism
Standards for Buildings, UFC 4-010-01, 31 July, 2002.

BUILDING REGULATION MANAGEMENT MODELS
The four categories of building regulations, zoning, property
maintenance, building rehabilitation, and building construction,
have the potential, between them, to address all the physical as-
pects of terrorism risk, including common terrorist tactics and
delivery systems as well as terrorist attack devices. Development
of a specific typology that allocates specific risks to the specific
regulation requires additional analysis. Table 4-1 is a matrix that
can be used to begin this analysis.

BUILDING REGULATION AND TERRORISM RISK
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In order to implement changes in the building regulatory system
to address terrorism risk, it is important to recognize that there
are four ways that regulatory change can take place:

[ Federal preemption

] State mandate or preemption

[ Local prerogative

L Model code and voluntary standards

Initiation of changes in each of the four categories of building
regulations must be carefully analyzed for political acceptability
and the availability of resources.

FUTURE DEVELOPMENTS

Development of codes and standards to deal with terrorism risk
in both new and existing buildings will require broad acceptance
of the character of the risk and the effectiveness of the mitiga-
tion measures as well as some form of societal cost/benefit

assessment.
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Table 4-1: Building Regulation Applicability to Terrorist Tactics and Threats/Hazards

Property

Common Tactics Loning Maintenance Rehab Construdtion
ATTACK DELIVERY
Ballistic weapons
Covert entry . . . .
Mail . .
Moving vehicle .
Stand-off weapons . . .
Stationary vehicle . . . .
Supplies . . .
ATTACK MECHANICS
Airborne . . .
Blast effedts . . .
Waterborne . . .
THREATS/HAZARDS
Armed attack 0 . .
Arson/incendiary . . .
Biological agent . . .
Chemical agent . . .
Conventional bomb . . . .
(yber-terrorism o o
HAZMAT release O . . .
Nudlear device 0
Radiological agent O 0 O
Surveillance
Unauthorized entry

LEGEND: o = Applicability to designated type of regulation. 0 = Possible applicability.
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DUE DILIGENCE: ESTIMATING VULNERABILITY 5

FUNDAMENTAL CHANGES

Vulnerability assessment methodologies developed This chapter provides basic information on the current
state of knowledge on the terrorist threat and measures
to reduce vulnerability to that threat in commercial
buildings. An initial vulnerability estimate process and
ment. In order for these resources to be feasible checklist is proposed. Insurers, lenders, and owners can

and relevant in commercial buildings, they must be apply this information fo encourage investments in
terrorism risk mitigation.

by DoD and other federal agencies are currently
the best available resources for terrorism risk assess-

significantly simplified and civilianized.

Bringing government experience and expertise re-

garding terrorism risk and building security to the commercial
sector will involve two fundamental changes in the way buildings
are designed, managed, and operated, and in the way that due
diligence is used to evaluate existing buildings for acquisition or

refinancing.

First, businesses will need to carefully evaluate functional aspects
of their operations in order to prioritize security requirements.
Second, tradeoffs will be required in the level of security pro-
vided to ensure continued viability of business operations.

Reducing vulnerability to terrorist threat will involve both physi-
cal measures to modify a facility and operational changes.
Mitigation will consist mainly of measures to thwart tactics that
terrorists might use in attacking organizations and facilities.

DUE DILIGENCE ASSESSMENT OF VULNERABILITY
TO TERRORIST ATTACK

Due diligence procedures are employed to assess valuations for
property acquisition or financing and to identify risks related to
the deal. Such procedures may also be used as part of insurance
underwriting. Due diligence often includes both detailed prop-
erty inspection and rigorous audits of available financial and
construction documentation. At the same time, due diligence is a
highly specialized field requiring both expertise and extensive
prior experience to render sound judgments and recommenda-

tions to decision makers.

DUE DILIGENCE: ESTIMATING VULNERABILITY 5-1



A Property Condition Assessment (PCA) is used (at levels of de-
tail and rigor appropriate to the investment being considered) as
part of due diligence to help make prudent investment decisions.
The assessment consists of analysis and assessment of physical
conditions of a property by an on-site inspection and review of
available construction and operations documentation. Investiga-
tors use professional judgment to identify items needing further
expert investigation and those that can be readily evaluated by in-

spection.

Vulnerability to terrorist attack should become a distinct element
of due diligence condition assessments in the future. Profession-

als conducting property condition assessments of vulnerability to

terrorist attack must have competency in building systems, opera-
tions, and security disciplines.

For terrorism risk and security concerns, a due diligence assess-
ment should also include a property condition assessment
investigation of operational procedures and the vulnerability of
those procedures to terrorist attack.

MITIGATION OF VULNERABILITY

Strategies for reducing exposure to terrorism risk may be in the
form of operational actions or construction projects (either new
or existing building renovation). They could include reorganiza-
tion of land uses, reorientation of roadways, security
improvements to site entries, and improvements to the facility,
including the existing structure and surrounding site area. For
some strategies, the process may include the identification of
multiple scenarios, or alternatives, for achieving the desired goal.

PROCESS MODEL FOR TERRORISM RISK
REDUCTION USED IN FEDERAL FACILITIES

United States military services and government agencies have
long been involved in assessing vulnerabilities and protecting fa-
cilities, especially for off-shore installations. Terrorism and
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terrorist attack have been a part of the assessment of threat and

vulnerability of government facilities for several decades.

While each government agency has used its own procedures, the
general approach has been elaborated and presented in FEMA
426, Reference Manual to Mitigate Potential Terrorist Attacks Against
Buildings.

Figure 5-1: The Terrorism Risk Reduction Process Model

Protection Cost Analysis
R =
Priority )
X '
Vulnerability Risk Iﬂenhfy Decision
Assessment Assessment Mmg.unon (Risk
Options Management)
f ~ A
Threat S !
Assessment Benefits Analysis

The terrorism risk reduction process starts with establishment of
protection priorities and proceeds to assessment of threats, both
providing information to a vulnerability assessment. The vulner-
ability assessment in turn leads to identification of mitigation
options and risk management decisions based on a comparative
evaluation of risk, liabilities, and mitigation costs and benefits.

PROTECTION PRIORITY

The first step of the process to assess risk to terrorist attack is to
identify the relative importance of the people, business activities,
goods, and facilities involved in order to prioritize security ac-
tions. This applies to both new and existing facilities. Three
actions are recommended in accordance with FEMA 426:

L] Define and understand the core functions and processes of

the business or institutional entity.
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LI Identify critical business infrastructure:
o Critical components (people, functions, and facilities)
o Ciritical information systems and data
« Life safety systems and safe haven areas
« Security systems

] Assign a relative protection priority, as simple as high, me-
dium, or low, to the occupants, business functions, or
physical components of the facility (note that FEMA 426 de-
scribes a 9-step scale of values for describing asset values; the
3-step variation presented here is a simplified process):

« High Priority. Loss or damage of the facility would have
grave consequences, such as loss of life, severe injuries, loss
of primary services, or major loss of core processes and
functions for an extended period of time.

o Medium Priority. Loss or damage of the facility would have
moderate to serious consequences, such as injuries, or im-

pairment of core functions and processes.

o Low Priority. Loss or damage of the facility would have mi-
nor consequences or impact, such as a slight impact on
core functions and processes for a short period of time.

THREAT ASSESSMENT

Military experience indicates that the terrorist threat is from
people with the intent to do harm, who are known to exist, have
the capability for hostile action, and have expressed the intent to
take hostile action.

Threat assessment is a continual process of compiling and exam-
ining information concerning potential threats. Information
should be gathered from all reliable sources. The assessment pro-
cess consists of:

L Defining threats
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0

Identifying likely threat event profiles and tactics

Defining Threats

Defining threats involves analysis of information regarding ter-

rorist existence, capability, history, intention, and targeting:

0

Existence is the assessment of who is hostile to the organiza-

tion, or community of concern.

Capability is the assessment of what weapons have been used
in carrying out past attacks.

History is the assessment of what the potential terrorist has
done in the past and how many times.

Intention is the assessment of what the potential terrorist
hopes to achieve.

Targeting is the assessment of the likelihood a terrorist (the
specific one may not be known) is performing surveillance
on the particular facility, nearby facilities, or facilities that

have much in common with the particular organization.

The Homeland Security Advisory System is a color-coded hierar-

chy of threat conditions. The threat level for a specific business

facility could be similarly developed in coordination with local

law enforcement, intelligence, and civil authorities.

Table 5-1: Homeland Security Advisory System Related to Threat Analysis Factors

S Existence Capability History Intention Targeting
Severe (Red) . . . . .
High . . . . 0
Elevated . . . 0
Guarded (Blue) . . o
Low (Green) . u|

LEGEND: « = Factor must be present. 0 = Factor may or may not be present.

Adapted from the Commonwealth of Kentucky Office of Homeland Security.
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Identifying Likely Threat Event Profiles and Tactics
Identifying the likelihood of specific threats and tactics involves
evaluation of attack intentions, hazard event profiles, and the ex-
pected effects of an attack on the facility and organization. Table
5-2, based on FEMA 426, presents general event profiles for a
range of possible forms of terrorism attack. The profiles describe
the mode, duration, and extent of the effects of an attack, as well
as mitigating and exacerbating conditions that may exist. These
and more specific descriptions can be used to identify threats of
concern to individual organizations. (Potential threats are listed

in alphabetical order in the table.)

Table 5-2: Event Profiles For Terrorism and Technological Hazards

Hazard/Threat

Application Mode

Hazard Duration

Extent of Effects;
Static/Dynamic

Mitigating and
Exacerbating Conditions

Agriterrorism Direct, generally covert | Days to months. Varies by type of Inadequate security can
contamination of food incident. Food facilitate adulteration of
supplies or introduction contamination events food and introduction of
of pests and/or disease may be limited to pests and disease agents
agents to crops and discrete distribution sites, | to crops and livestock.
livestock. whereas pests and

diseases may spread
widely. Generally no
effects on built
environment.
Tactical assault or Generally minutes to Varies, based upon the | Inadequate security can

Armed Attack
- Ballistics (small arms)
- Stand-off weapons
(rocket propelled
grenades, mortars)

sniping from remote
location.

days.

perpetrators' intent and
capabilities.

allow easy access to
target, easy concealment
of weapons, and
undetected initiation of
an attack.
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Hazard/Threat

Application Mode

Hazard Duration

Extent of Effeds;
Static/Dynamic

Mitigating and
Exacerbating Conditions

Arson/Incendiary Attack

Initiation of fire or
explosion on or near
target via dired contad
or remotely via

Generally minutes to
hours.

Extent of damage is
determined by type and
quantity of device
Jaccelerant and materials

Mitigation fadors indude
built-in fire detection
and protection systems
and fire-resistive

- Anthrax

- Botulism

- Brucellosis

- Plague

- Smallpox

- Tularemia

- Viral hemorrhagic
fevers

- Toxins
(Botulinum,
Ricin, Staphylococcal
Enterotoxin B, T-2
Mycotoxins)

contaminants can be
dispersed using
sprayers/aerosol
generators or by point
or line sources such as
munitions, covert
deposits, and moving
sprayers.

pose viable threats for
hours to years,
depending on the agent
and the conditions in
which it exists.

projedtile. present at or near construction techniques.
target. Effeds generally | Inadequate security can
static other than allow easy access fo
cascading consequences, | target, easy concealment
incremental structural of an incendiary device
failure, etc. and undeteded initiation
of a fire. Non-
compliance with fire and
building codes as well as
failure to maintain
existing fire protection
systems can substantially
increase the effectiveness
of a fire weapon.
Biological Agents Liquid or solid Biological agents may Depending on the agent | Altitude of release above

used and the
effectiveness with which
it is deployed,
contamination can be
spread via wind and
water. Infection can be
spread via human or
animal vectors.

ground can affect
dispersion; sunlight is
destrudive to many
baderia and viruses;
light to moderate winds
will disperse agents but
higher winds can break
up aerosol clouds; the
micro-meteorological
effeds of buildings and
terrain can influence
aerosolization and travel
of agents.

DUE DILIGENCE: ESTIMATING VULNERABILITY
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Hazard/Threat

Application Mode

Hazard Duration

Extent of Effects;
Static/Dynamic

Mitigating and
Exacerbating Conditions

Chemical Agents

- Blister

- Blood

- Choking/lung/pulmonary
- Incapacitating

- Nerve

- Riot control/tear gas

- Vomiting

Liquid/aerosol
contaminants can be
dispersed using sprayers
or other aerosol
generators; liquids
vaporizing from puddles/
confainers; or munitions.

Chemicals agents may
pose viable threats for
hours to weeks,
depending on the agent
and the conditions in
which it exists.

Contamination can be
carried out of the initial
target area by persons,
vehides, water, and
wind. Chemicals may be
corrosive or otherwise
damaging over time if
not remediated.

Air temperature can
affect evaporation of
aerosols. Ground
temperature affeds
evaporation of liquids.
Humidity can enlarge
aerosol partidles,
reducing inhalation
hazard. Precipitation can
dilute and disperse
agents, but can spread
contamination. Wind can
disperse vapors, but also
cause target are to be
dynamic. The micro-
meteorological effects of
buildings and terrain can
alter travel and duration
of agents. Shielding in
the form of sheltering in
place can protect people
and property from
harmful effeds.

Conventional Bomb
- Stationary vehicle
- Moving vehide

Detonation of explosive
device on or near farget;
via person, vehicle, or

Instantaneous; additional
secondary devices may
be used, lengthening the

Extent of damage is
determined by type and
quantity of explosive.

Energy decreases
logarithmically as a
function of distance from

- Mail projectile. time duration of the Effects generally static seat of blast. Terrain,

- Supply hazard until the attack | other than cascading forestation, structures,

- Thrown site is determined to be | consequences, efc, can provide

- Placed dear. incremental structural shielding by absorbing

- Personnel failure, etc. and/or deflecting energy
and debris. Exacerbating
conditions include ease
of access to target; lack
of barriers/shielding;
poor construction; and
ease of concealment of
device.

Cyberterrorism Electronic attack using Minutes to days. Generally no direct Inadequate security can
one computer system effeds on built facilitate access to critical
against another. environment. computer systems,

allowing them to be
used to condudt attacks.
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Hazard/Threat

Application Mode

Hazard Duration

Extent of Effeds;
Static/Dynamic

Mitigating and
Exacerbating Conditions

Hazardous Material
Release (fixed facility or
transportation)

- Toxic Industrial
Chemicals and
Materials (Organic
vapors: cyclohexane;
Acid gases: cyanogens,
chlorine, hydrogen
sulfide; Base gases:
ammonia; Special
cases: phosgene,
formaldehyde)

Solid, liquid, and/or
gaseous confaminants
may be released from
fixed or mobile
containers.

Hours to days.

Chemicals may be
corrosive or otherwise
damaging over time.
Explosion and/or fire
may be subsequent.
Contamination may be
carried out of the
incident area by persons,
vehicles, water, and
wind.

As with chemical
weapons, weather
conditions will directly
affect how the hazard
develops. The micro-
meteorological effets of
buildings and terrain can
alter travel and duration
of agents. Shielding in
the form of sheltering in
place can protect people
and property from
harmful effets. Non-
compliance with fire and
building codes as well as
failure to maintain
existing fire protection
and containment
features can substantially
increase the damage
from a hazardous
materials release.

Nuclear Device

Defonation of nuclear
device underground, at
the surface, in the air or
at high altitude.

Light/heat flash and
blast/shock wave last for
seconds; nuclear
radiation and fallout
hazards can persist for
years.

Electromagnetic pulse
from a high-altitude
detonation lasts for
seconds and affeds only
unprotected eledronic
systems.

Initial light, heat and
blast effects of a
subsurface, ground or air
burst are static and are
determined by the
device's charadteristics
and employment; fallout
of radioactive
contaminants may be
dynamic, depending on
meteorological
conditions.

Harmful effeds of
radiation can be reduced
by minimizing the time
of exposure. Light, heat,
and blast energy
decrease logarithmically
as a fundion of distance
from seat of blast.
Terrain, forestation,
structures, efc., can
provide shielding by
absorbing and/or
deflecting radiation and
radioactive contaminants.

Radiological Agents
- Alpha
- Beta
- Gamma

Radioadtive contaminants
can be dispersed using
sprayers/aerosol
generators, or by point
or line sources such as
munitions, covert
deposits, and moving
sprayers.

Contaminants may
remain hazardous for
seconds fo years,
depending on material
used.

Initial effects will be
localized to site of
attack; depending on
meteorological
conditions, subsequent
behavior of radioactive
contaminants may be
dynamic.

Duration of exposure,
distance from source of
radiation, and the
amount of shielding
between source and
target defermine
exposure to radiation.
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Hazard/Threat

Application Mode

Hazard Duration

Extent of Effeds;

Mitigating and

Surveillance
- Acoustic
- Eledronic
eavesdropping
- Visual

Stand-off collection of
visual information using
cameras or high
powered optics, acoustic
information using
directional microphones
and lasers, and
electronic information
from computers, cell
phones, and hand-held
radios. Placed collection
by putting a device
"bug" at the point of
use.

Usually months.

Static/Dynamic

This is usually the
prelude to the loss of an
asset. A terrorist
surveillance team spends
much time looking for
vulnerabilities and tactics
that will be successful.
This is the time period
that provides the best
assessment of threat as
it indicates targeting of
the facility.

Exacerbating Conditions

Building design,
espedially blocking lines
of sight and ensuring
the exterior walls and
windows do not allow
sound fransmission or
acoustic collection, can
mitigate this hazard.

Unauthorized Entry
- Forced
- Covert

Use of hand or power
tools, weapons, or
explosives fo create a
man-sized opening or
operate an assembly
(such as a locked door),
or use false credentials
to enfer a building.

Minutes to hours,
depending upon the
intent.

If goal is to steal or
destroy physical assets or
compromise information,
the initial effeds are
quick, but damage may
be long lasting. If intent
is to disrupt operations
or take hostages, the
effeds may last for a
long time, especially if
injury or death occurs.

Standard physical
security building design
should be the minimum
mitigation measures. For
more critical assefs,
additional measures, like
closed circuit television
or traffic flow that
channels visitors past
access control, aids in
detection of this hazard.

Assigning a Threaf Rating

The ultimate product of a threat assessment is the assignment of

a threat rating to each hazard of concern to a particular organiza-

tion. The threat rating, like protection priority, is based on expert

judgment and may be as simple as high, medium, or low.

L] High Threat. Known terrorists or hazards, capable of causing

loss of or damage to a facility exist. One or more vulnerabili-

ties are present and the terrorists are known or reasonably

suspected of having intent to attack the facility.

U Medium Threat. Known terrorists or hazards that may be ca-

pable of causing loss of or damage to a facility exist. One or
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more vulnerabilities may be present. However, the terrorists
are not believed to have intent to attack the facility.

[l Low Threat. Few or no terrorists or hazards exist. Their capa-
bility of causing damage to a particular facility is doubtful.

An organization may reasonably be concerned only with high
threat ratings in the near term, but may want to consider ad-

dressing medium threats over time.

Alternative: Assigning a Level of Profection Against
Threat

In the absence of experience, assessing terrorist threat is the
most difficult aspect of planning to resist terrorist attack. An ef-
fective alternative approach may be to select a level of desired
protection for a business operation based on management deci-
sion-making, and then proceed to a vulnerability assessment. The
Department of Defense correlates levels of protection with potential
damage and expected injuries. The GSA and Interagency Secu-
rity Committee (ISC) also use the level of protection concept,
though the definitions differ slightly. The following levels are
based on DoD definitions:

Ll High Protection. Facility superficially damaged; no perma-
nent deformation of primary and secondary structural
members or non-structural elements. Only superficial inju-
ries are likely.

[J Medium Protection. Damaged, but repairable. Minor defor-
mations of non-structural elements and secondary structural
members and no permanent deformation in primary struc-
tural members. Some minor injuries, but fatalities are

unlikely.

[ Very Low Protection. Heavily damaged, onset of structural
collapse. Major deformation of primary and secondary struc-
tural members, but progressive collapse is unlikely. Collapse
of non-structural elements. Majority of personnel suffer seri-
ous injuries. There are likely to be a limited number (10
percent to 25 percent) of fatalities.
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Note that the ‘very low’ level is not the same as doing nothing.
No action could result in catastrophic building failure and high
loss of life.

VULNERABILITY ASSESSMENT

A terrorism vulnerability assessment evaluates any weaknesses
that can be exploited by a terrorist. It evaluates the vulnerability
of facilities across a broad range of identified threats/hazards
and provides a basis for determining physical and operational
mitigation measures for their protection. It applies both to new
building programming and design and to existing building man-

agement and renovation over the service life of a structure.

The useful product of a vulnerability assessment is the assign-
ment of a vulnerability rating of all appropriate aspects of building
operations and systems to the defined threats for the particular
facility. As with protection priority and threat ratings, vulnerabil-
ity can be cast as high, medium, or low.

L] High Vulnerability. One or more significant weaknesses have
been identified that make the facility highly susceptible to a
terrorist or hazard.

[] Medium Vulnerability. A weakness has been identified that
makes the facility somewhat susceptible to a terrorist or haz-
ard.

[ Low Vulnerability. A minor weakness has been identified that
slightly increases the susceptibility of the facility to a terrorist
or hazard.

The Building Vulnerability Assessment Checklist, presented in
abbreviated form in Appendix B, compiles a comprehensive list
of questions to be addressed in assessing the vulnerability of fa-
cilities to terrorist attack. A subset of the checklist, discussed in
the following section, is particularly useful in the initial screening
of existing facilities to identify and prioritize terrorism risk reduc-
tion needs. Such an assessment can be integrated into a due
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diligence assessment associated with acquisition, refinancing, or

insurance underwriting.

INITIAL VULNERABILITY ESTIMATE

Because of the uncertainty of the threat, many in- “There are no universal solutions to preclude terrorist
attacks, since the threat is largely unpredictable and
cerfainly will change over time.”

surers, lenders, and owners need a quick,
qualitative assessment of the vulnerability of exist-

ing buildings to terrorist attack. As experience is (Installation Force Protection Guidelines, USAF)

gained and more robust vulnerability assessment

tools are developed, the rigor of data collection “No matter how many measures are implemented risk is
always present.”

and analysis will increase. For now, the estimate of

vulnerability to a simple qualitative scale (high, me- (Structural Engineering Guidelines for New Embassy
Office Buildings, U.S. Department of State, Bureau of
Diplomatic Security)

dium, or low as defined by the vulnerability ratings
described above) may provide useful information.

Answering even basic questions concerning vulner-
ability to terrorist attack may involve three means of data
collection:

[J Visual inspection
[J Document review

[J Organization and management procedures review

Visual Inspection

A property condition assessment of vulnerability to terrorist at-
tack includes an onsite visual inspection encompassing
evaluation of the site and all facility systems including architec-
tural, structural, building envelope, utility, mechanical, plumbing
and gas, electrical, fire alarm, communications and information
technology systems. Equipment operations and maintenance pro-
cedures and records and security systems, planning, and
procedures should also be scrutinized. The investigation may
need to go beyond the site to vulnerability of utility and other in-
frastructure systems.
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Design Documents Review

The on-site inspection team should work with the property owner
to obtain plans, specifications and related construction docu-
ments as necessary. Equipment operation and maintenance
procedures and records as well as security procedures should also
be scrutinized. All documents should be reviewed assessing con-
cerns related to terrorism vulnerability.

Organization and Management Procedures Review
Because of the transitory nature of the terrorist threat and its un-
certain duration, the most effective approaches to terrorism risk
reduction in facilities may emphasize reorganization of opera-
tional functions and procedures rather than modification of
physical systems. The vulnerability assessment team must scruti-
nize business and operational practices to identify opportunities
to reduce exposure to attack. This will involve scrutinizing both
owner and tenant operations at the building site.

Assessment of Vulnerability to Expected Methods and
Means of Attack

Each building system and business procedure should be assessed
on its vulnerability to a range of terrorist attack methods and

means.

Based on military experience, common terrorist tactics include
the use of moving or stationary vehicles, covert entry, and/or dis-
guise in mail or shipping materials to deliver destructive

weapons.

At present, terrorist attacks might include blast effects, airborne
contamination, waterborne contamination, or some combination
of attack mechanisms. For additional information, see FEMA 426
and FEMA 427, Primer for Design of Commercial Buildings to Mitigate
Tervorist Attacks.
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VULNERABILITY ESTIMATE SCREENING

The following screening tool tables provide guidance for initial
vulnerability assessment. The intention of this assessment is to
distinguish facilities of high, medium, or low vulnerability to ter-
rorist attack. The implication is that high vulnerability facilities
should receive more detailed analysis. Specific strategies for risk
reduction should be developed.

These quick, qualitative 'vulnerability estimate' questions were se-
lected from the Building Vulnerability Assessment Checklist in
FEMA 426. Each question is characterized by how information
concerning the question will likely be collected (visual inspec-
tion, design documentation, and/or review of organizational /
management procedures), and common terrorist attack tactics
(delivery by moving, stationary vehicles, or covert entry, disguised
in the mail or in supply materials; and blast pressure, airborne,

or waterborne attack mechanisms).

For this initial assessment, subjective ratings by qualified profes-
sionals familiar with the facility are appropriate. Assigning a
"high, medium, or low" vulnerability rating to the responses to
vulnerability questions for each building system will provide a
solid preliminary basis for estimating the overall vulnerability of a
particular facility to terrorist attack. The answers to the questions
will also indicate areas of opportunity for mitigation actions to re-

duce terrorism risk.
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‘Site’ Questions

A vulnerability assessment of the ‘Site’ will look at surrounding
structures, terrain, perimeter controls, traffic patterns and sepa-
rations, landscaping elements and features, lines of site, etc.

‘Site’ questions focus primarily on visual inspection to develop
ratings. The questions emphasize vulnerability to moving vehicle,
stationary vehicle, and covert entry tactics. Vulnerability to blast

is the primary concern addressed.
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What major structures surround the facility? Ofe | e
What critical infrastructure, government, military, or recreation
facilities are in the local area that impact transportation, utilities, and alelols
collateral damage (attack at this facility impacting the other major
structures or attack on the major structures impading this facility)?
What are the adjacent land uses immediately outside the perimeter alels
of this facility?
What are the site access points to the facility? O e . .
What is the minimum distance from the inspection location to the al. . . .
building?
Is there any potential access to the site or facility through utility al. . .
paths or water runoff?
What are the existing types of vehicle anti-ram devices for the al. . .
facility?
What is the anti-ram buffer zone standoff distance from the building al. .
to unscreened vehicles or parking?
Are perimeter barriers capable of stopping vehicles? Ofe | e .
Does site circulation prevent high-speed approaches by vehicles? O e .
Is there a minimum setback distance between the building and al. . .
parked vehicles?
Does adjacent surface parking maintain a minimum standoff al. . .
distance?
Do site landscaping and street furniture provide hiding places? O e .

LEGEND: o = Determine high, medium, or low vulnerability rating. e = Applicability of factor to question.
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‘Architectural’ Questions

Assessing ‘Architectural’ vulnerability will investigate tenancy, ser-

vices, public and private access, access controls, activity patterns,

exposures, etc.

‘Architectural’ questions focus equally on visual inspection and

evaluation of organizational and management procedures to de-

velop ratings. The questions emphasize vulnerability to moving

vehicle, stationary vehicle, and covert entry tactics. Vulnerability

to blast is the primary expressed concern.

= 5
— 2 “6 .E
'-":—E: = = -’z % E "E
=z 2 2 8 e = 2 8
Z 8 & 5 2 & w S o
= 2 = = [ = £ S — £
t§ £ 55583 g% g8
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What major structures surround the facility? Ofe | e |
Do entrances avoid significant queuing? O e .
What are the adjacent land uses immediately outside the perimeter a1, .
of this facility?
Are public and private adtivities separated? O e .
Are aitical assets (people, adivities, building systems and
components) located close to any main entrance, vehide circulation, Ofe|e|ofe|e|oe .
parking, maintenance area, loading dock, or interior parking?
Are high-value or ritical assets located as far into the interior of the
building as possible and separated from the public areas of the Ofe | e | .
building?
Is high visitor adtivity away from critical assets? 0 . .
Are ritical assets located in spaces that are occupied 24 hours per . .
day?
Are assets located in areas where they are visible to more than one . .
person?
Do interior barriers differentiate level of security within a facility? Ofe | o |
Are emergency systems located away from high-risk areas? Ofe | e |
LEGEND: o = Determine high, medium, or low vulnerability rating. e = Applicability of factor fo question.
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‘Structural and Building Envelope Systems’ Questions
A vulnerability assessment of ‘Structural Systems’ will look at con-
struction type, materials, detailing, collapse characteristics,
critical elements, etc. An assessment of ‘Building Envelope’ will
involve investigating strength, fenestration, glazing characteris-

tics and detailing, anchorage, etc.

‘Structural and Building Envelop Systems’ questions rely on re-
view of construction documents and visual inspection to develop

ratings. Vulnerability to blast is the primary concern.
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What type of construction? Ofe | o .
Is the column spacing minimized so that reasonably sized members
will resist the design loads and increase the redundancy of the Ofe | o .
system?
What are the floor-to-floor heights? Ofe | o .
Is the strudure vulnerable to progressive collapse? Ofe | o
Are there adequate redundant load paths in the structure? Ofe | o .
What is the designed or estimated protedion level of the exterior . . .
walls against the postulated explosive threat?

LEGEND: o = Determine high, medium, or low vulnerability rating. « = Applicability of factor fo question.
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‘Utility Systems’ Questions

A vulnerability assessment of ‘Utility Systems’ will look at the full
range of source and supply systems serving the facility including
water, fuel, and electricity supply; fire alarm and suppression,

communications, etc.

‘Utility Systems’ questions rely equally on information obtained
from visual inspection, review of construction documents, and or-
ganizational and management procedures to develop ratings.
Vulnerability to waterborne contaminants is expressly consid-

ered.
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What is the source of domestic water? (utility, municipal, wells, lake, al. .

river, storage tank)

How many gallons and how long will it allow operations to continue? | O | o | o |

What is the source of water for the fire suppression system? (local
utility company lines, storage tanks with utility company backup, lake, | O | o | o
or river)

Are there alternate water supplies for fire suppression? Ofe ||

Are the sprinkler and standpipe connections adequate and redundant? | O | o | o

What fuel supplies do the facility rely upon for itical operation? Ofe ||
Where is the fuel supply obtained? o .
Are there alternate sources of fuel? o .
Can dlternate fuels be used? 0 o | e
What is the normal source of eledtrical service for the facility? Ofe | e
What provisions for emergency power exist? What systems receive alel ol
emergency power and have capacity requirements been tested?

By what means does the main telephone and data communications alol ol

interface the facility?

LEGEND: o = Determine high, medium, or low vulnerability rating. « = Applicability of factor fo question.
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‘Mechanical Systems’ Questions

A vulnerability assessment of ‘Mechanical Systems’ will investi-
gate air supply and exhaust configurations, filtration, sensing and
monitoring, system zoning and control, elevator management,

etc.

‘Mechanical Systems’ vulnerability questions and ratings rely pri-
marily on information obtained from review of construction
documents and visual inspection. Vulnerability to airborne con-
taminants is the primary consideration, including contamination

from Chemical, Biological, and Radiological attack.
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Where are the air intakes and exhaust louvers for the building? (low, a1, .

high, or midpoint of the building structure)

Are there multiple air intake locations? Ofe | .

How are air handling systems zoned? Ofe | e .

Are there large central air handling units or are there multiple units . . .

serving separate zones?

Are there any redundancies in the air handling system? 0 o | o .

Where is roof-mounted equipment located on the roof? (near al.

perimeter, at center of roof)

LEGEND: o = Determine high, medium, or low vulnerability rating. e = Applicability of factor to question.
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‘Plumbing and Gas Systems’ Questions

A vulnerability assessment of ‘Plumbing and Gas Systems’ will
look at the liquid distribution systems serving the facility includ-
ing water and fuel distribution, water heating, fuel storage, etc.

‘Plumbing and Gas Systems’ questions rely primarily on informa-
tion from review of construction documents to develop ratings.
Vulnerability to waterborne contaminants is expressly consid-

ered.
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What is the method of water distribution? 0 . .
What is the method of gas distribution? (heating, cooking, medical, . .
process)
What is the method of heating domestic water? Ofe ||
Are there reserve supplies of witical gases? 0 o | o
LEGEND: o = Determine high, medium, or low vulnerability rating. e = Applicability of factor to question.
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‘Electrical Systems’ Questions
A vulnerability assessment of ‘Electrical Systems’ will evaluate
transformer and switchgear security, electricity distribution and

accessibility, emergency systems, etc.

‘Electrical Systems’ questions primarily on information from vi-
sual inspection and review of construction documents to develop

ratings. No particular attack mechanism is emphasized.
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Are there any transformers or switchgears located outside the al.

building or accessible from the building exterior?

Are they (transformers or switchgears) vulnerable to public access? O e

Are critical eledrical systems located in areas outside of secured o I I

electrical areas?

Does emergency backup power exist for all areas within the facility alol.

or for itical areas only?

LEGEND: o = Determine high, medium, or low vulnerability rating. « = Applicability of factor fo question.
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‘Fire Alarm Systems’ Questions

A vulnerability assessment of ‘Fire Alarm Systems’ will look at de-

tection sensing and signaling, system configurations, accessibility

of controls, redundancies, etc.

‘Fire Alarm Systems’ questions rely both on information from re-

view of construction documents and review of organizational and

management procedures to develop ratings. No particular attack

mechanism is emphasized.
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Is the fire alarm system stand-alone or integrated with other
fundtions such as security and environmental or building management | O o | e
systems?
Is there redundant off-premises fire alarm reporting? o o | e
LEGEND: o = Determine high, medium, or low vulnerability rating. e = Applicability of factor to question.
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‘Communications and Information Technology
Systems’ Questions

A vulnerability assessment of ‘Communications and Information
Technology Systems’ will evaluate distribution, power supplies,

accessibility, control, notification, backups, etc.

‘Communications and Information Technology Systems’ ques-
tions rely on information from visual inspection, review of
construction documents, and review of organizational and man-
agement procedures to develop ratings. No particular attack

mechanism is emphasized.
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Where is the main telephone distribution room and where is it in al.
relation to higher risk areas?
Where are communication systems wiring closets located? (voice, data, al. 1.
signal, alarm)

LEGEND: o = Determine high, medium, or low vulnerability rating. « = Applicability of factor fo question.
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ADDITIONAL SOURCES OF DETAILED FACILITY
INFORMATION

The foregoing questions provide a framework for a qualitative es-
timate of facility vulnerability to terrorist attack. A more detailed
and quantitative evaluation will involve significantly more review
of information in all areas, including additional information con-
cerning 'Equipment Operations and Maintenance' (up to date
drawings, manuals, and procedures, training, monitoring, etc.);
‘Security Systems' (perimeter and interior sensing, monitoring,
and control, security system documentation and training, etc.);
and the 'Security Master Plan' (currency, responsibilities, etc.).

Appendix B presents the complete list of detailed questions from
FEMA 426 that should be considered in fully evaluating vulner-
ability to terrorist threats. The means of data collection that
should be employed and the particular terrorist tactics and attack
mechanisms addressed by each question are identified in the ap-
pendix so that specialized checklists can be created to assess
vulnerability to terrorist tactics of particular concern to an indi-
vidual organization.

VULNERABILITY REDUCTION COST INFORMATION
AND ESTIMATES

Typically, a property condition assessment for due diligence
would be followed by consideration of the anticipated costs and
timing of needed upgrades of facility systems. Certainly, estimates
of expected costs of mitigation of system vulnerability to terrorist
attack will become important at some point in the decision-mak-
ing process.

However, an assessment using the questions described above
does not include the level of information needed to project costs.
The qualitative analysis described simply determines broad pre-
liminary options for reducing terrorism risk in a particular
existing facility and does not give insight to expected costs of risk
reduction. At some point in the future, fully capable due dili-
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gence tools for assessing vulnerability to terrorist attack will very
likely include such information and detail. For further discussion
of costs related to blast mitigation, see FEMA 427, Chapter 8.
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6

Terrorism risk management is 2 new and evolving

field with inputs from a diverse range of disciplines This chapter introduces reference information related to
terrorist threat in commercial buildings. It describes

and organizations. This chapter introduces several ) L ) ) .
information included in the appendices to this primer.

key documents and resources for further explora-
tion in the field.

Terrorism Risk Insurance Act of 2002
Appendix A presents the full text of the TRIA as signed into law
on November 26, 2002.

TRIA is the basis for the current Federal program to provide re-
insurance cover for claims resulting from defined categories of
terrorism-caused damage. The full text of the law provides the
key definitions and detailed conditions of the program.

Building Vulnerability Assessment Screening
Appendix B provides a tool for the comprehensive assessment of
terrorism vulnerability in buildings, including both qualitative
and quantitative measures. This screening tool contains a list of
vulnerability questions that provide the basis for systematic due
diligence related to both physical and operational vulnerability
assessment.

The vulnerability questions presented in Appendix B correspond
to those in the Building Vulnerability Assessment Checklist pro-
vided in FEMA 426. The FEMA 426 checklist includes further
guidance and commentary related to the application of each
question to assessments of building and building system vulner-
ability.

Each question included in the Appendix B list is identified by
type (either rapid estimation or detailed assessment), required
methods of data collection, and common terrorist tactics (meth-
ods of delivery, and primary threat mechanisms). The appendix
master list of questions can be re-sorted to create specialized lists
of questions focused on a single parameter or multiple param-

eters.
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General Glossary

The final five appendices are republished directly from Appendix C presents a general glossary of terror-

reference materials in FEMA 426.

ism risk and building security related terms in
common use within federal agencies and the re-

search community.

This glossary is intended to provide help in understanding the
more specialized literature of the field and to assist in communi-
cation with specialized security consultants. The glossary includes
terms related to physical security and to the organization and
management of building security.

Chemical, Biological, and Radiological Glossary
Appendix D presents separate glossaries of chemical terms, bio-
logical terms, and radiological terms in common use within

federal agencies and research communities.

The specialized terminology of chemical, biological and radio-
logical threats is new to many otherwise experienced in building
security and condition assessment. This specialized glossary is in-
tended to provide help in understanding CBR issues and in
communicating with specialized consultants.

Acronyms

Appendix E lists acronyms for government and private sector
agencies as well as technical terms frequently used in the build-
ing security field.

The list is intended to facilitate use of background federal docu-
ments and to help in communication with public authorities
concerned with various aspects of homeland security..

Associations and Organizations
Appendix F provides a listing of associations and organizations
which are active in various aspects of homeland security.

Many of these organizations produce materials on the subject of
terrorism risk management. These references may be of value for

building owners and tenants in search of further information or

6-2
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guidance. URLs are provided to access organizational
homepages.

Bibliography

Appendix G is a bibliography of publications on a range of topics
related to terrorism vulnerability and risk management in build-
ings.

These publications have been prepared by government agencies,
trade associations, professional societies, and other technical in-
formation providers. These publications provide access to the
currently available expertise on terrorism risk management.
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TERRORISM RISK INSURANCE ACT OF 2002 A

116 STAT. 2322 PUBLIC LAW 107-297—NOV. 26, 2002

Mov, 26, 2002

[H.R. Z214

Terrarism Risk
Insurance Act of
M2,

15 LISC &R

nnte

15 USC aril
nnte

Public Law 107-297
107th Congress
An Act

Ta ensure the continued financlal capacity of Insurers o provide coverage for
risks fram terrorism.

He it enacted by the Senate and House of Representatives of
the United Srates of America in Congress assembled,

SECTION 1. SHORT TITLE; TARLE OF CONTENTS.

(a} SHORT TITLE—This Act may be cited as the "Terrorism
Risk [nsurance Act of 2002"
() TapLe ofF CONTENTS. —The tahle of contents for this Act
i5 as follows:
Sex. 1. Shart citle; vable of contents
TITLE I—TERRORISM INSURANCE FROGRAM

101. Luagmﬁ-ﬁlmu’l findings amd purpose
102, Diefinttions Il o

103. Terroclsm [nsurance P m.

104. General authority and administration of claims

105, Preemption and nullification of pre-exdsting terroclsm exclusions.
106, Preservation provisions.

107, LEtigation marsagemsent

108, Teemination of Program

TITLE [I-TREATMENT OF TERRORIST ASSETS

21, satisfscdion o ndil:ﬂ]gm:nl: [rom blked assels of terrorists, lermorist orga-
ndzations, amd State sponsors of termorism

T

¥

TITLE III—FEDERAL EESERVE BOARD PROVISIONS
0], Certain authorty of the Goard of Governors of the Federal Heseove Sys:
tem.

i

TITLE I—TERRORISM INSURANCE
PROGRAM

SEC. 101, CONGRESSIONAL FINDINGE AND PURPOSE.

(a) Fivomcs.—The Congress finds that—

(1} the thljly of businesses and Indbviduals to obtaln pro E
erty and casualty insurance at reasonable and predictab
prices, in order to spread the risk of both routine and cata-
strophic loss, is critical to economic growth, urban development,
and the oonstruction and maintenance of Fub]l-l: and private
housing, as well as to the promotion of Unlted States expnrt_r.
and forelgn trade in an Increasingly Interconnected w